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Summary 
 
This document presents Addendum 1 to the ARTES Integrated Application Promotion (IAP) 
Feasibility Activities Workplan 2017 for Competitive Tenders. 
 
 
Required Decision 
 
JCB is invited to approve the “ARTES IAP Feasibility Activities Workplan 2017 – 
Competitive Tenders, Addendum 1”. 
   
At the same time, in accordance with Article 4.2 of the Specific Implementing Rules for the 
ARTES IAP Element, a Participating State may express its interest in, or notify the Agency 
of, the exclusion of funding for Activities performed by all firms and organisations under its 
jurisdiction. 
 
 
Voting rights and majority required  
 
Simple majority of the Participating States in ARTES IAP Element Phase 3 (AT, BE, CH, 
CZ, DE, DK, FI, FR, GR, IE, IT, LU, NL, NO, PL, PT, RO, SE, UK) representing at least half 
of the contributions to the phase of this Element. 
 
 
Legal basis 
 
Articles 2.2, 4.1 a) and 4.2 of the Specific Implementing Rules for ARTES IAP Element 
(ESA/C/CCV/Rules 4, rev.3 (Final)). 
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Theme & Project Title 
 
ESA ref. code 

Space for Safety & Security: “Space-based Services to 
support resilient and sustainable Critical Infrastructure” 
9B.068  

Space assets involved [x] Earth Observation 
[x] Satellite Navigation 

[x ] Satellite Communication 
[  ] Human Spaceflight / Science  

User community general 
& Users expected to be 
involved  

Institutional and private stakeholders which are owners, operators 
and/or managers of Critical Infrastructure 

Users already 
approached 

SatCen, UNICRI and OSCE will be involved as users in the study 

Procurement approach 
& tender period 

Open Competition Q1 / 2018 

Cost / price & duration 250 / 250 kEuro  9 months  
 
1) Background 
 
According to the European Commission’s definition , Critical Infrastructure (CI)35 are those 
physical and information technology facilities, networks, services and assets, which, if 
disrupted or destroyed, seriously impact the health safety, security or economic well-being of 
citizens and even the effective functioning of governments. Examples of CI are: drink water 
supplies, emergency services, food and agriculture,  financial services, waste and wastewater 
systems, government facilities, dams, harbours, transportation systems, information 
technology, etc.  
 
The disruption or destruction of CI can either be caused by natural events or by malicious 
criminal intents. Regardless of the cause, the consequences of an outage event are felt at all 
societal levels: in the first instance the user communities are impacted because they directly 
benefit from the service offered by the CI, then the business of owners, operators and 
managers of the CI is affected. Ultimately the national governments are the ones considered 
responsible and accountable for the disruption of the CI. It is hence crucial to improve the 
security of CI at strategy, policy and technical levels.  
 
IAP has recently launched, together with the support of the European Defence Agency, an 
Invitation To Tender on “Space-based services in support of Chemical, Biological, 
Radiological, Nuclear and explosive (CBRNe) operations”. This activity, on one hand, has 
made evident that European Countries need to improve their action plan for risk preparedness 
and awareness in order to address emerging security risks, on the other side it made 
indisputable how space-based data can enable multi-sector collaboration and interoperability 
which are strategic in the security domain. 
 
5G systems, the next step in the evolution of fixed and mobile communication, will serve a 
central role in public safety and hence in the management of critical infrastructure. 5G in fact 
will permit a set of requirements (i.e. high data-rate, wide coverage, high throughput, high 
reliability) which are fundamental for enabling security and safety related services such as 
ubiquitous and interoperability with Public Protection and Disaster Relief (PPDR) 
communications, fast disaster recovery for emergency communications and remote 
connection, mobile broadband service. 
 
                                                 
35 European Commission, COM(2004) 702 final on Critical Infrastructure Protection in the fight against terrorism 
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Following-up the findings of the previous study, the objectives of this feasibility study is to 
identify and analyse technically and economically sustainable space-based services for 
reducing the vulnerability of Critical Infrastructure and for making such infrastructure more 
“green”.  
 
2) User Community and Demand 
 
The User Community consists of public and private stakeholders which ask for Critical 
Infrastructure (CI) that are efficient, reliable, secure and cost-effective.  
 
It is impossible to compile an exhaustive list of CI’s users and stakeholders for two main 
reasons: 1) because CI cover per-se broad and diversified sectors (e.g. transport, energy, 
utilities) 2) because CI’s users can belong to different categories: i) end-user, ii) operator, iii) 
manager, iv) owner or any combination of the previous categories. 
 
Despite being the user community vast and heterogeneous, there is a need which stands 
regardless of the user/stakeholder’s role and category. Such need is to have resilient 
infrastructure which can survive after a crisis or a disaster and at the same time which are 
integrated and interconnected with the surrounding landscape and population: to have, in 
other words, infrastructure which are environmental sustainable. 
 
In this context, the European Union Satellite Centre (SatCen), the United Nations 
Interregional Crime and Justice Research Institute (UNICRI) and Organization for Co-
operation and Security in Europe (OSCE) have expressed their interest to participate to the 
current study by providing requirements and guidance to the team. The joint support of 
SatCen, UNICRI and OSCE allows to investigate complementary elements of the safety of 
critical infrastructure.  
 
SatCen (https://www.satcen.europa.eu/) is specifically interested in enhancing the 
monitoring of infrastructure, which function is considered vital for the EU safety (e.g. 
transportation networks, power plants and industrial sites), in order to provide decision-
makers with early warning of potential crises. Through an holistic approach applied to the 
monitoring of CI, SatCen wants to be updated on: integrity, serviceability, activity, capability 
and vulnerability. Within its mandate, SatCen is involved in several studies aimed at assessing 
the vulnerability of critical infrastructure. Such assessment is only possible if a risk analysis is 
made on the threat that each infrastructure faces. SatCen believes that the integration of 
remote sensing data together with terrestrial information can reinforce the results of the 
vulnerability assessment. 
 
UNICRI (http://www.unicri.it/) interest is mainly on enhancing the information safety of 
the critical infrastructure meaning to protect the information assets (data and systems) from 
unauthorized access, unauthorized modification or the denial of access. Protection of 
information assets (i.e. people, processes and technologies) in turn ultimately implies 
protecting the infrastructure upon which information security relies. Information safety 
involves cybersecurity, physical security and personnel security. UNICRI is actively involved 
in promoting the relevance of information security for sites of critical infrastructure and it 
considers that the proposed study can offer innovative solutions for improving infrastructure 
resilience to cyber-attacks and to physical intrusion. 
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OSCE (http://www.osce.org/) is committed to improve the cooperation amongst its 57 
participating States in order to increase the protection of energy infrastructure from natural 
and man-made disasters. OSCE therefore welcomes all the initiatives whose objective is 
making energy networks more resilient to malicious cyber-attacks, to geophysical (e.g. 
Earthquakes) and to climate-related disasters (e.g. floods, droughts, landslides). Previous IAP 
activities such as GridWatch (ref. 9D.010) and  Dammings (ref. 9B.043) have already 
developed services related to monitoring the structural status of, respectively, electricity 
pylons and dams. It is believed that new and innovative services could further be proposed in 
this domain.  
 
SatCen, UNICRI and OSCE are institutional actors, however also private entities (e.g. factory 
owner/operator, shipping company operator, fleet owner, electricity operator, etc.) are 
important users of services which aim at reducing the vulnerabilities of Critical Infrastructure.   
 
3) Technical Status and Added-Value of Space 
 
Increasing the resilience of Critical infrastructure through the use of technology is not a new 
idea as it is being done since several years. Devices and technologies can be in fact adopted to 
detect threats as early as possible and provide strength-in-depth to the whole solution. 
Traditional terrestrial tools are e.g.: a) closed-circuit television camera (CCTV camera) to 
access control of the industrial facilities, b) electrical transformers to support nation’s 
backbone transmission grid if a power outage occurs, c) software to prevent unauthorized 
access to the information system, d) sensors to measure critical parameters (i.e. pressure, 
temperature, leakage) and detect potential flaws. 
 
Once again the heterogeneity of CI, and related associated services, implies that the 
technology that can be used are diverse.   
 
Space technologies play an important role in supporting terrestrial means in order to increase 
the resilience of CI  in a non-intrusive manner which implies to respect the citizens and the 
environment. In this context, the integration of space-based data with innovative technology 
(big data analytics, image-recognition algorithms, crowd-sourcing, etc.) offers a wide range of 
opportunities for new services. 
 
Satellite Earth Observation data are valuable for providing med/high resolution images to 
enhance situational awareness. The spatial and temporal resolution depend on the considered 
sensors. SatEO data are very important for assessment of change as optical and radar images 
provide periodic images of the area of the interest and by comparing time-series images, 
changes of the area can be highlighted. SatEO data enables  wide coverage which is a winning 
feature for monitoring of large asset. 
 
Satellite Navigation provides accurate Position, Navigation and Timing (PNT) which is 
necessary for the functioning of many critical infrastructure sectors. SatNav enables also: a) 
trace and tracking service which are fundamental to know where people and assets are 
located, b) geo-tagging service of sample which are collected, stamped and sent to elaboration 
centre. SatNav is also required for Remotely Piloted Aircraft Systems (RPAS) operations. 
RPAs can be used as complementary solution for monitoring purposes to fill the gap between 
space-borne acquisitions and when an higher spatial resolution is required. 
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Satellite Communications provide a means to communicate with the coordinating centre to 
and from remote locations where there is no terrestrial network. In case of network failures or 
cyber-attacks targeting terrestrial communication, SatCom is an effective means to increase 
communication network robustness and communication resilience. 
 
In addition, Internet of Things (IoT) has proven to be a robust technology to be adopted for 
the network of ground-based sensors, e.g. to determine the structural integrity of an electricity 
pylon or to measure environmental parameters. With the advent of 5G, in the next years a new 
generation of communications networks will be deployed, enabling the emergence of new 
applications and new business models. Also in the context of CI, it is expected that sensor 
networks and IoT technologies will rely massively on the new capabilities offer by 5G 
networks.  
 
4) Sustainability Potential 
 
The European Commission has, since 2004, worked on an European Programme for 
European Critical Infrastructure Protection (EPCIP)36 which has, amongst others, the 
objective to enhance European prevention, preparedness and response to terrorist attacks 
involving Critical Infrastructures.  Resilience of Critical Infrastructure Protection in Europe 
(RECIPE)37,38 is only one of the many projects recently funded by EU on this topic (EU 
budget contribution to the project is 300,000 Euro) in order to “…support and complement 
the prevention and preparedness efforts of participating states, focusing on area where a joint 
European approach is more effective than separate national actions”. The allocated budget can 
be even ten times higher when specific CI are addressed; this is the case of the SESAME 
project39 (budget is ~3.5 M€) which aim is to provide a contribution to the development of 
tools for the security of the European power grid against natural, accidental and malicious 
attacks. 
 
Last March, the  president of the United States, Donald Trump has announced to allocate 
USD 1.5bn for cyber-security to protect the federal government and US critical 
infrastructure.40  
 
It is hence evident that the protection of CI is, worldwide, a sensitive topic: national 
authorities feel very vulnerable, they are conscious of the consequences of disruption of, for 
instances, power plant and transmission lines, therefore they are prepared to invest significant 
budget to reduce the likelihood of such event. On the other hand, Countries need to adopt a 
harmonized approach in order to manage the risks as the effects of CI disruption can be felt 
across their own national borders.  
 
Of course, also private companies are aware of the impact of CI disruption which can be 
caused for instance by a storm (as happened with the sadly famous 2003 Italy blackout whose 
estimated cost are reported in the below section) therefore they are ready to spend money on 
solutions which reduce the vulnerability of the asset that they own, manage or operate. 
The sustainability of services able to support the resilience of Critical Infrastructure lays on 
the cost saving opportunities for the private and institutional actors which implement such 
solutions. It is not easy to find numbers of the damage and recover cost following a service 
                                                 
36http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52006DC0786&from=EN 
37https://ec.europa.eu/budget/euprojects/resilience-critical-infrastructure-protection-europe_en 
38http://www.recipe2015.eu/ 
39https://www.sesame-project.eu/ 
40https://www.scmagazineuk.com/trump-announces-15bn-for-cyber-security-and-critical infrastructure/article/645005/ 
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interruption, because a) public authorities and private actors are generally reluctant in 
revealing such figures, b) the estimation is complex as CI are often considered as a “system of  
systems” composed by many interlinked components. Moreover, CI are fundamental to 
national security, economic prosperity and social well-being. Therefore economic loss should 
take into account  also the difficult to monetize value related to ensuring people safety as well 
as the impact on all areas of citizens’ daily life.41 
 
A few examples of the costs are reported as follows: 
 
• in 2016, 2.9 million UK firms suffered cyber-security breaches at a cost of almost 30 

billion GBP;42 
• USD 191M of cost for shippers and carriers is the amount that appears from a study 

published in 201543 which simulates a disruption to the transport network (i.e. bridges 
and ports) in the El Paso–Juárez region. This region covers a crucial role in the trading 
between Mexico and the United States. Please note that in the simulation done in the 
study, the disruption is considered as an isolated event with no impacts to additional 
infrastructure which would increase obviously the damage; 

• more than 1 billion Euro are the damage cost (including primary, secondary, tertiary 
sector and households) that have been computed following a power outage occurred in 
Italy in September 2003 which lasted just a bit more than 12 hours and affected a total 
of 56 million people.44   

 
5) Feasibility Study 
 
The objective of the Feasibility Study(ies) is to carry out an in-depth analysis on the technical 
feasibility and economic viability of services to reduce the vulnerability of Critical 
Infrastructure to natural events, accidents and harmful attacks while respecting the 
surrounding environment. However it is expected that the proposed services will support the 
sustainability of the infrastructure also in other scenarios which are not related to vulnerability 
such as: 

• before building the infrastructure to support the land use planning in order to assess 
the impact on the environment and to minimise the distress; 

• during operational phase of the infrastructure to make an efficient use of the available 
resources, to improve water and waste management, to support logistic process, etc.  

 
The execution of the Feasibility Study will be done in close cooperation with stakeholders and 
users of this community. 
 
The activity will include the following tasks: 
 
1. Stakeholder/user consolidation and user requirements definition: requires a close 

cooperation with stakeholders and users to identify the user needs. An analysis of such 
needs will be made and the information collected will be translated into a set of user 
requirements for new services; 

                                                 
41 https://infrastructure-complexity.springeropen.com/articles/10.1186/s40551-015-0010-y 
42 https://www.itgovernance.co.uk/blog/2016-cyber-security-breaches-cost-uk-businesses-almost-30-billion/ 
43 http://www.sciencedirect.com/science/article/pii/S2210539515000346 
44 http://www.osce.org/eea/122071?download=true 
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2. Service and system definition: generating the service provision concept, defining the 

service value chain and identifying the relevant actors of this chain, as well as defining the 
architecture of the service and the major building blocks; 

3. 5G- enabled services: will focus on defining new downstream services enabled by the 
emergence of 5G. It shall define the opportunity for the utilization of space assets 
(Satellite communications, Satellite Navigation or Earth Observation) in the context of 5G 
and CI. It shall furthermore identify the service architecture and the business model, as 
well as the possible required system and technology developments; 

4. Proof-of-concept/mock-up: A Proof of Concept/mock-up is required to facilitate the 
engagement with the users/stakeholders. This may include simulation of real-time data 
assimilation model(s) and end-user service(s), integrating satellite-based data sources with 
existing non-space sources and models. The Proof of Concept must be presented to and 
tested against the identified user and stakeholder community, to assess their interest and 
their possible commitment to a follow-on demonstration; 

5. Viability analysis: will look into the economic and non-economic aspects related to the 
service. Special focus will be on the business model, the value proposition, and all 
elements of a sound business plan (e.g. market segmentation, positioning, competition, 
cost/benefit analysis, pricing models, financial models, IPR, partnerships, route to 
market); 

6. Implementation roadmap: the roadmap for the implementation of the services and system 
will be prepared together with the inputs for the potential follow-on demonstration 
project, including the confirmation of the commitment of relevant stakeholders 
(customers) across the service value chain for their participate in a follow-on 
demonstration phase.  In case of the 5G-enables services, the roadmap shall include all the 
steps and stakeholders/partnerships required in the value chain to implement the proposed 
services and a clear indication of the timeframe for implementation and service 
commercialization. It shall identify possible synergies with on-going 5G activities, either 
at national or international level. 

 
The feasibility study has a planned duration of 9 months. Assuming positive results of the 
feasibility study the continuation with (a) demonstration project(s) is foreseen.  
 
6) Activity implementation 
 
Following the approval of the activity by the JCB, the Agency will coordinate with the 
identified user organisations to define in detail the requirements for the feasibility study.  
The bidding organisations will be required to propose specific services with clear business 
cases, sustainability potential, a clear added value of space assets, and involving 
representative users / customers. 
 
It is anticipated that the potential applications and services that may result out of this 
competitive tender are manifold. Considering the broad scope of the activity, it can be 
expected that the related ITT will result in parallel contracts, depending on the subject and 
quality of proposals received. 
 
The issue of the Open Competitive Tender is planned in Q4/2017, with the launch of the 
study(ies) foreseen in Q1/2018. 


